


5 W�ys Crypto Exch�n�es c�n s�fe�u�rd their funds

T�ble of contents 
Introduction to Exch�n�es 01

Wh�t �re Hot W�llets �nd their vulner�bilities? 03

H�cks �cross Exch�n�es 06

Current pr�ctices followed by exch�n�es 10

5 W�ys how exch�n�es c�n s�fe�u�rd their funds 12

Autom�tion in Hot W�llets for exch�n�es 17



5 W�ys Crypto Exch�n�es c�n s�fe�u�rd their funds

Ever since the inception of di�it�l �ssets ri�ht from Bitcoin to � sc�le of new
tokens bein� formul�ted on the b�ckbone of blockch�in networks like Ethereum,
the proposition of buyin� these �ssets, keepin� custody �nd sellin� them w�sn't
�s simple �s it seems tod�y.

Peer-to-peer tr�ns�ctions �nd self-custody were the only options �v�il�ble �t the
e�rly times �nd they required � cert�in technolo�ic�l underst�ndin� �nd le�rnin�
curve to skillfully tr�de. But �s the v�lue interest of these �ssets st�rted to
incre�se, more �nd more investors st�rted to sh�re their interest in buyin�,
sellin� �nd tr�din� these �ssets for siz�ble profits.

Some initi�l tr�des st�rted to pop-out on community forums like Bitcoint�lk,
conducted throu�h p�yp�l. And soon enou�h, reports of deceivin� incidents
st�rted to h�ppen bec�use of the �nonymity involved in the de�l �nd the n�ture
itself of Bitcoin, seen �nd understood only throu�h �n �lph�numeric �ddress.

As the incidents st�rted to rise, to become cle�r there needs � middlem�n,
�tle�st �t this st��e of cryptocurrencies to f�cilit�te tr�des between buyers �nd
sellers, still m�int�inin� their priv�cy �nd pushin� their trust in third-p�rty
oper�tions to close the de�l.

E�rly D�ys Of Di�it�l Asset Tr�din�
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Why Exch�n�es

5 W�ys Crypto Exch�n�es c�n s�fe�u�rd their funds

Overseein� the �bsence of � dedic�ted pl�tform to support the tr�de of

cryptocurrencies �nd the over-be�rin� response from p�yment ��tew�ys to
support cryptocurrency rel�ted p�yments, Jed McC�leb introduced Mt.Gox
m�rkin� the cre�tion of the first ever Bitcoin tr�din� pl�tform.

This led to � movement of cryptocurrency exch�n�es openin� up with the motive
of simplifyin� the investin� process for the l�ym�n with � r�ther e�sy user-
journey.

Exch�n�es m�de price discovery for the �v�il�ble cryptocurrencies
efficient to the point th�t it m�de the s�me experience of buyin� stocks
online

Exch�n�es �llowed users to inst�ntly cre�te their �ccount, link their b�nks
to deposit fi�t currency �nd buy �ny cryptocurrency

Exch�n�es �lso solved the problem of the custody of the �ssets bou�ht by
the users, �s they help responsibility of storin� the priv�te key for �ll of
users w�llet �ddress where their respective �ssets were stored

Exch�n�es kept inst�nt liquidity to process tr�ns�ction without del�ys �nd
offered the most competitive prices for the �ssets, keepin� m�r�in�lly low
commission fee

Further in the journey, �s more decentr�lized �pplic�tions surf�ced; their utility
token, protocol-n�tive st�blecoins, liquid st�kin� tokens entered the m�rket
extendin� exch�n�es ecosystem, listin� inventory �nd tr�din� v�ri�bles. This
coupled with the m�ssive hype built �round �ltcoins drove exch�n�es �s not just
the first point-of-cont�ct to conduct tr�des but to secure �sset custody �s well.
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Hot w�llets �re speci�l cryptocurrency w�llets th�t provide �utom�ted
tr�ns�ction si�nin� c�p�bilities �t sc�le, from within � secure environment. In
�ny crypto exch�n�e infr�structure, withdr�w�l hot w�llets �re t�sked with the
responsibility to process �ll user-requested withdr�w�ls. Since �ll tr�ns�ction
requests need to be processed immedi�tely for �n optim�l user experience, the
priv�te keys of hot w�llets �re �lw�ys m�int�ined online, m�kin� them re�dily
�ccessible for si�nin� tr�ns�ctions.

An�tomy of the Hot w�llets. Choose from both MPC �nd
Multisi�. MPC recommended on EVM ch�ins.

Hot W�llet �rchitectur | Source - Limin�l Rese�rch

Wh�t �re Hot W�llets?

Hot W�llets - Exch�n�e pipeline
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Withdr�w�l hot w�llets must h�ve efficient fees estim�tion c�p�bilities
to optimize tr�ns�ction costs �nd prevent unnecess�ry exorbit�nt fee
p�yments on tr�ns�ctions. 

They should h�ve �n efficient tr�ns�ction queue m�n��ement system
to prevent tr�ns�ction b�cklo�s, which would otherwise result in � lon�
queue of pendin� tr�ns�ctions to ne��tively imp�ct the customer
experience.

Few import�nt ch�r�cteristics of Withdr�w�l w�llets
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Hot w�llets, which �re online cryptocurrency w�llets th�t �re connected to the

internet, �re vulner�ble to h�ckin� �nd other security thre�ts. Bec�use they �re
�lw�ys connected to the internet, they �re more susceptible to cyber �tt�cks,
which c�n result in the loss of funds. In �ddition, bec�use they �re often used for
d�y-tod�y tr�ns�ctions, they typic�lly hold � sm�ller �mount of cryptocurrency,
m�kin� them less �ttr�ctive to investors who require l�r�er �mounts of funds for
tr�din�. 

One of the prim�ry w�ys th�t hot w�llets �re vulner�ble is throu�h phishin�
�tt�cks. H�ckers will cre�te f�ke websites or em�ils th�t �ppe�r to be
le�itim�te, �skin� users to enter their priv�te keys or p�sswords, which c�n then
be used to ��in �ccess to the user's w�llet. In �ddition, h�ckers c�n �lso use
m�lw�re to ��in �ccess to � user's computer or mobile device, �llowin� them to
ste�l their priv�te keys or other sensitive inform�tion. 

Another vulner�bility of hot w�llets is the risk of exch�n�e h�cks. M�ny
cryptocurrency exch�n�es use hot w�llets to store the funds of their users,
m�kin� them � prime t�r�et for h�ckers. In the event of � h�ck, users m�y lose
their funds, �s the exch�n�e m�y not h�ve sufficient insur�nce or reserves to
cover the losses. 

Furthermore, due to the rel�tively sm�ll �mount of funds stored in hot w�llets,
users m�y miss out on tr�din� opportunities. If � user does not h�ve sufficient
funds in their hot w�llet, they m�y not be �ble to t�ke �dv�nt��e of � f�vor�ble
m�rket condition, resultin� in missed tr�des �nd lost profits.

Over�ll, while hot w�llets �re convenient for d�y-to-d�y tr�ns�ctions, they come
with � hi�her level of risk th�n cold w�llets, which �re offline �nd therefore more
secure. It is import�nt for users to t�ke �ppropri�te security me�sures, such �s
usin� two-f�ctor �uthentic�tion �nd re�ul�rly upd�tin� their softw�re, to
minimize the risk of h�cks �nd other security thre�ts.

Hot W�llets �nd their vulner�bilities
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Now, most of these exch�n�es were runnin� into troubles �s they r�n in �n

unre�ul�ted time, f�ilin� to follow the b�sic norms of security, re�ul�tion,
compli�nce �nd solvin� the oper�tion�l inefficiencies �nd workin� under f�lse
pretense. 

It isn't � coincidence th�t the very first �nd one of the most successful Bitcoin
exch�n�es �ot h�cked, where h�ckers dr�ined their key w�llets, �ddresses
�ssoci�ted with Mt. Gox's priv�te keys.

In the p�r�dox of crypto security hier�rchy there �re three m�in l�yers; protocol,
exch�n�e �nd person�l w�llet security. Protocol level vulner�bilities �re complex
in n�ture �nd person�l w�llets distributed, hence exch�n�es become �n e�sy
t�r�et. Holdin� hu�e �mounts of �ssets in consolid�ted w�llets m�kes them
more susceptible to h�cks �nd security issues. 

Accordin� to � study by coinjourn�l.net 42% of cryptocurrency exch�n�es either
f�iled or dis�ppe�red since 2014 �nd only 22% were �ble to survive. Out of
sever�l different re�sons for these exch�n�es �oin� down, � cumul�tive 35% of
f�ilure h�ppened bec�use of re�ul�tions, h�cks �nd oper�tion�l bre�kdown. 

Exch�n�es bein� � centr�lized entity, h�ve � sin�le point-of-f�ilure �nd h�ve
inherent vulner�bility in their desi�n l�n�u��e. Ri�ht from their API inte�r�tions
to d�t� repositories, hot �nd cold w�llets need to be protected explicitly.

M�jor H�cks Across Centr�lized Exch�n�es
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D�te

Au� 2016

Jul 2017

Dec 2017

J�n 2018

Jun 2018

Jul 2018

Sep 2018

J�n 2019

M�y 2019

Jun 2019

Sep 2019

Exch�n�e

Bitfinex

Bithumb

NiceH�sh

Coincheck

Bithumb

B�ncor

Z�if

Cryptopi�

Bin�nce

Bitrue

Upbit

Stolen Cryptocurrency

Bitcoin

Ethereum, Bitcoin

Bitcoin

NEM

V�rious

Ethereum

Bitcoin, Bitcoin C�sh,
Mon�coin

V�rious

Bitcoin

V�rious

Ethereum

Amount Stolen (USD)

$72 million

$31 million

$64 million

$530 million

$30 million

$23.5 million

$60 million

$16 million

$40 million

$4.3 million

$49 million
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D�te

Feb 2020 

M�r 2020

Jul 2020

Oct 2020

Dec 2020

Apr 2021

Exch�n�e

Cryptopi� 

BitMEX

Twitter 

KuCoin

Led�er

hotbit

Stolen Cryptocurrency

V�rious

V�rious

Bitcoin

V�rious

V�rious

V�rious

Amount Stolen (USD)

$2.3 million

N/A

N/A (soci�l h�ck)

$281 million

N/A (d�t� bre�ch)

N/A (on�oin� h�ck)
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After the e�rly d�ys of crypto exch�n�es �oin� down, due to loss of their own

�nd investors' �ssets, st�nd�rds st�rted to come into pl�ce to s�fe�u�rd their
over�ll security infr�structure from different st�nd-points. 

St�rtin� from very b�sic �ctivities to usin� pro�ressive ones, there �re cert�in
security pr�ctices th�t every exch�n�e follows in this d�y-�nd-��e:

Deployin� firew�lls, cybersecurity protocols �nd �uthentic�tion
inte�r�tion 

Conductin� re�ul�r code, website �nd �pplic�tion �udits to find �nd
resolve bu�s pointin� to vulner�bilities, 

Securin� m�jor portion of tre�sury onto � cold w�llet usin� HSMs �nd 

Implementin� �dv�nced w�llet technolo�ies like Multi-Si�n�ture �nd
MPC for their hot w�llets s�fety �nd 

Absence of �n Insur�nce cover��e to cover the losses �nd thefts in c�se
of � mish�p.

Current Pr�ctices followed by Exch�n�es
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While these security me�sures formul�te � decent str�te�y to s�fe�u�rd �ll
exch�n�es funds, they �re still in � n�scent st��e �nd do not fully ensure

definitive s�fety of �ssets or � timely extr�ction when under � h�ck.

On the retrospective, there �re multiple incidents of top-tier exch�n�es who h�d
implemented the �forementioned str�te�ies �nd still �ot �tt�cked, le�din� to
si�nific�nt loss of funds, some ce�sin� to exist, provin� how h�lf-prep�red
tod�y's exch�n�es �re in de�lin� with security thre�ts.
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In lieu of how prone crypto exch�n�es h�ve been �nd still �re to cyber thre�ts,
m�lw�re, r�nsomw�re or f�ctu�lly �ny kind of vulner�bility, it is imper�tive to
opt for improved w�ys of �tt�inin� security �cross pl�tforms, redeemin� their
st�tus of, "��tew�y to crypto".

Crypto exch�n�es sit ri�ht �t the center of the cryptocurrency tr�din�
ecosystem, churnin� millions of tr�ns�ctions on � d�ily b�sis usin� �
combin�tion of w�llets. These tr�ns�ctions mostly h�ppen throu�h the Hot
w�llet of exch�n�es, th�t holds only � siz�ble �mount to c�rry out the
necess�ry tr�ns�ctions, while the rest of the tre�sury is �ener�lly moved to �
cold w�llet.

This �spect of w�llet m�n��ement is completely m�nu�l-driven, which
incre�ses the dependency on resources to do continuous monitorin� of
w�llets, m�kin� it error prone.

With �utom�tion inte�r�ted into their entire w�llet infr�structure, exch�n�es
c�n e�sily solve the process of to-�nd-fro from hot w�llet to cold w�llet,
le�vin� no scope of hum�n-induced error �nd m�int�in � st�nd�rd r�tio of
funds in hot w�llet �nd cold w�llets, reducin� risk exposure of hot w�llets.

5 W�ys Crypto Exch�n�e c�n s�fe�u�rd funds

 Autom�tion Inte�r�tion1.
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Out of �ll the security concerns th�t loom over di�it�l �ssets, priv�te key

m�n��ement is the most simple one �nd yet the most difficult one to perfect
�s well. With exch�n�es it becomes �n even m�mmoth t�sk, to s�fe�u�rd
priv�te keys to their hot w�llets th�t hold millions of doll�rs worth of �ssets �t
�ny time. 

The process of priv�te key m�n��ement is complic�ted �nd h�s to be done
with utmost security to m�ke sure th�t priv�te key �ccess is kept distributed,
�ppointin� �u�rdi�ns �lloc�ted with permissions to recover in c�se the
priv�te key �ets lost or stolen or expires �bruptly, enforcin� � system to
�ener�te keys b�ck �nd recover w�llets. 

Hot w�llet function�lities h�ve improved exponenti�lly with solutions like
Multi-Si� �nd MPC th�t only help in �ssi�nin� more th�n two entities to t�ke
c�re of both the scen�rios of priv�te key m�n��ement. Both Multi-Si� �nd
MPC w�llets once �dded into �n Exch�n�e's hot w�llet c�n e�se the w�y
priv�te keys �re m�n��ed �cross te�m members, �ivin� permission to those
who �re eli�ible, help recover lost priv�te key with the intim�tion of 2/3
members only �nd er�dic�te potenti�l loss of �n entire w�llet due to poor
priv�te key m�n��ement.

2.  Priv�te KeN M�n��ement
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Cryptocurrency tr�din� still isn't prev�lent in most jurisdictions �nd modul�r

l�ws in different �eo�r�phies. Furthermore, re�ul�tions surroundin�
protectin� of user funds, protocol s�fety st�nd�rds �re more �mbi�uous th�n
cle�r. 

Workin� with different or��niz�tions, �overnment �uthorities �nd
consortiums to follow-up on most recent compli�nce �nd re�ul�tion
st�nd�rds is the best bet for �ny exch�n�e lookin� to deploy their services in
m�jor �eo�r�phies �nd rem�in oper�tion�l throu�hout. 

Crypto exch�n�es c�n �lso p�rtner up with industry-le�din� compli�nce �nd
re�ul�tion certific�tions to est�blish �n �uthority over their security
infr�structure �nd further their �ttempt of s�fe�u�rdin� funds.

Security �nd custody me�sures �re different for e�ch protocol �nd use-c�se in
blockch�in but the systems, tools, inte�r�tions rem�in pretty const�nt in their
st�te of oper�tions �nd do not extend �ny extr� support to �ny crypto
exch�n�es. 

Every Crypto Exch�n�e h�s their own �n�lysis, requirement �nd custom needs
b�sed on their sc�le, oper�tion style, volume processin� c�p�bility �nd
�rowth predictions. To comply with �ll these, crypto exch�n�es need custom
experience to m�n��e their w�llets, custody �nd tre�sury to keep security �t
the hi�hest notch �nd continue exp�ndin�. 

3. Compli�nce

4. Custom Workflow
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Custom workflow cre�tion c�p�bility into w�llet infr�structures c�n deem-
down �ny unsuspected rise in dem�nds or liquidity crunch on w�llets,

m�int�inin� the principles of security. In �ddition to this, cre�tin� custom
workflows c�n �lso reduce redund�ncies in tr�ns�ction processin� helpin� to
lower down oper�tion�l inefficiencies. This c�n help improve the speed �nd
efficiency of tr�ns�ction monitorin�, �llowin� the exch�n�es to identify �nd
respond to potenti�l security thre�ts more quickly.

L�stly it is �d�m�nt to think th�t nothin� c�n �o wron� in the world of
cryptocurrencies. On the contr�ry, the notion is quite the opposite. Even �fter
implementin� the most strin�ent of security components, it is possible th�t
exch�n�e c�n be hit by �n untimely h�ck or theft. At such � moment,
insur�nce cover��e c�n come in re�l h�ndy to comply with � number of
problems. 

The first �nd foremost problem insur�nce will solve crypto exch�n�es is
sortin� our withdr�w�l request, m�int�inin� continuity in their oper�tion �nd
�dherin� to the promise m�de to their investors. 

In some jurisdictions, it is essenti�l for � crypto exch�n�e to h�ve
cybersecurity insur�nce before oper�tin�. Oper�tin� with � siz�ble insur�nce
protection c�n help exch�n�es in elev�tin� their reput�tion even �fter �oin�
throu�h � security bre�ch �nd c�n demonstr�te how dedic�ted they �re to
protectin� their user funds.

5. Insur�nce
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The �ctu�lis�tion of how cruci�l it is to hold m�jor p�rt of one's custody,
exch�n�es will h�ve to evolve swiftly, incorpor�tin� �n �rr�y of fr�meworks
with the modus oper�ndi of hi�hli�htin� tr�ns�ction security, key encryption,
w�llet procurement, upd�ted compli�nce support �nd risk m�n��ement of
hi�hest sorts. 

Exch�n�es will h�ve to st�rt deployin� dedic�ted systems, workforce,
resources to ensure � decentr�lized directive of fin�nci�l oper�tion
s�nctioned throu�h self-custody �uidelines. Those who f�il to �dhere under
this methodolo�y will eventu�lly stumble down to losin� user trust, liquidity
infusion �nd coll�bor�tion opportunities. 

Even for those who currently h�ve set up �n elon��ted network of securitisin�
their processes, will now h�ve to focus on improvin� efficiency quotient
m�kin� their oper�tion�l function�lity innov�tive �nd coherent. Workin� on
this exclusively will only t�ke so much time �nd to speed it up �nd settle �
competitive ed�e, exch�n�es will p�rtner-up with pl�tforms offerin� Custody-
As-A-Service �nd W�llet-As-A-Service to �u�ment their �pplic�tion into �
f�thom�ble re�lity.

Wh�t does the future look like for
Exch�n�es?
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The str�i�htforw�rd method to further enh�nce the s�fety of �ssets �cross
�ny crypto pl�tform’s w�llet infr�structure is by implementin� �dv�nced
security fe�tures while reducin� hum�n involvement to � b�re minimum. This
�o�l c�n be �chieved to � �re�t extent by �utom�tin� the hot w�llet refill
process. However, such �utom�tion solutions should �lso en�ble pl�tforms to
m�int�in complete control over the system �t �ll times, �llowin� for m�nu�l
interventions �nd ch�n�es in p�r�meters �s �nd when needed. 

The need for the hour is �n �utom�ted, secure hot w�llet m�n��ement
solution th�t doesn’t compromise on the pl�tform’s �utonomy. Limin�l h�s
�nswered the c�ll for such � solution with the Sm�rt Refill.

How c�n �utom�tion in hot w�llet
infr�structure help solve this problem?
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The hi�hly customiz�ble Limin�l Sm�rt Refill solution for hot w�llet
m�n��ement supports re�dy inte�r�tion into � pl�tform’s existin� w�llet
infr�structure. Limin�l’s Sm�rt Refill W�llet t�kes the pl�ce of � w�rm w�llet
to const�ntly monitor �nd conduct periodic refills �ccordin� to p�r�meters
set by the pl�tform’s refill policies. 

Adv�nt��es of usin� Limin�l Sm�rt Refill Solution for the pl�tforms include:

How does Limin�l Sm�rt Refill help?

The Limin�l Sm�rt Refill solution m�kes use of multisi� Sm�rt Refill W�llets
en�blin� the pl�tforms to �ssi�n tr�ns�ction si�nin� credenti�ls to multiple
people to ensure redund�ncy of oper�tions. The involvement of multiple
people in �uthorizin� tr�ns�ctions enh�nces �ccount�bility, elimin�tes sin�le
points of f�ilure �risin� due to compromised priv�te keys, �nd ensures
continuity of oper�tions even in the �bsence of one or more key holders. 

The tr�ns�ction si�nin� process is c�rried out in b�tches known �s Refill
Ceremony. The �uthorized si�n�tories c�n pre-si�n refill tr�ns�ctions with
their HSM-en�bled devices in �dv�nce �t their convenience. The compulsory
use of h�rdw�re w�llets for si�nin� provides �ddition�l security, while the
Refill Ceremony reduces the possibility of �ll the �ssoci�ted keys
simult�neously �ettin� exposed �t �ny �iven time. Me�nwhile, the Sm�rt
Refill W�llet ret�ins one si�n�ture to be used to complete the si�nin� process
only �t the time of refill. 

Further, e�ch Sm�rt Refill W�llet is exclusively p�ired to one hot w�llet
throu�h � whitelistin� process. It effectively elimin�tes the possibility of fund
tr�nsfers to �ny other w�llet �p�rt from the one confirmed to be owned �nd
oper�ted by the pl�tform.

Enh�nced Security
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The Sm�rt Refill W�llets oper�te b�sed on the refill p�r�meters specified in

�dv�nce by the pl�tform. Whenever the conditions in terms of refill frequency
or minimum w�llet liquidity threshold v�lue m�tch the decl�red p�r�meters,
the Sm�rt Refill process will be initi�ted �utom�tic�lly. 

Usin� intelli�ent �l�orithms, the Sm�rt Refill W�llet �u�r�ntees ontime refill
tr�ns�ction confirm�tion by settin� optim�l ��s fees �nd initi�tin� follow-up
�ttempts whenever necess�ry. It keeps the w�llet m�n��ement te�m
const�ntly upd�ted with �lerts re��rdin� the hot w�llet st�tus �nd �ctions
initi�ted by the Limin�l Sm�rt Refill solution. If the hot w�llet b�l�nce were to
f�ll below the threshold while the Sm�rt Refill W�llet is in the middle of �
cooldown ph�se, the system would �lert the te�m to initi�te � one-time
m�nu�l override to initi�te � forced refill.

The Limin�l Sm�rt Refill solution is � Plu�-�nd-Pl�y solution th�t requires
minim�l ch�n�es to existin� w�llet infr�structure �nd oper�tion�l workflow.
As � hi�hly customiz�ble solution, it �llows the pl�tforms to set refill
p�r�meters in �ccord�nce with their refill policy. The refill settin�s, once in
pl�ce, c�n be upd�ted �t �ny time by the �dministr�tor �fter completin�
cert�in security verific�tion steps. 

The m�nu�l override option ensures th�t the oper�tor is �lw�ys in control of
the �utom�ted w�llet refill solution �s well �s the funds h�ndled by the Sm�rt
Refill W�llet.

Se�mless, Uninterrupted Refill Process

Flexibility �nd Control
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Ap�rt from reducin� the m�npower requirements for hot w�llet refills usin�

Sm�rt Refill W�llets, Limin�l �lso encour��es efficient utiliz�tion of funds by
the pl�tform. The Sm�rt Refill W�llets don’t require the entire liquidity
m�tchin� the v�lue of pre-si�ned tr�ns�ctions to be locked on the pl�tform.
Inste�d, pl�tforms c�n ensure the �v�il�bility of sufficient liquidity to s�tisfy
immedi�te refill needs �nd put the rest of EVM-b�sed �ssets to other uses. 

Altern�tively, pl�tforms c�n �lso choose to divert � portion of the funds
received in their deposit w�llets to fund the Sm�rt Refill W�llet inste�d of
�ccessin� cold w�llets for liquidity. Such � pr�ctice will introduce some sort of
predict�bility in terms of funds �v�il�bility, reduce the number of tr�ns�ctions
from cold w�llets �nd help in decision-m�kin� processes.

Efficient Use of Resources
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The Limin�l Sm�rt W�llet Refill solution provides � s�fer �nd more efficient
�utom�tion solution for crypto pl�tforms to improve their oper�tions. By
minimizin� m�nu�l intervention in the w�llet refill process �nd implementin�
�ddition�l l�yers of security without m�ny ch�n�es to the existin�
infr�structure. With Limin�l’s solution in pl�ce, they c�n c�rry on with their
business �s usu�l while pocketin� some extr� ch�n�e in the form of s�vin�s

Limin�l is � robust w�llet infr�structure �nd custody pl�tform instillin� new
definition of secure custody m�n��ement of di�it�l �ssets for crypto-n�tive
protocols �nd crypto-pro�ressive institutions.

Limin�l is pioneerin� the innov�tions in w�llet �rchitecture by buildin� �
middlew�re solution to push the bound�ries of cre�tin� hi�h oper�tion�l
workflows, �utom�te tr�ns�ction processin� �nd bundlin�, st�nd�rdize
industry-�r�de compli�nce �nd security norms, metric-driven d�shbo�rd view
for �sset m�n��ement �nd more.

M�ke Your Oper�tions Stress-Free

Stre�mlinin� W�llet Security �nd Asset
Custody Solution For Exch�n�es

The Limin�l Sm�rt Refill solution m�kes use of multisi� Sm�rt Refill W�llets
en�blin� the pl�tforms to �ssi�n tr�ns�ction si�nin� credenti�ls to multiple
people to ensure redund�ncy of oper�tions. The involvement of multiple
people in �uthorizin� tr�ns�ctions enh�nces �ccount�bility, elimin�tes sin�le
points of f�ilure �risin� due to compromised priv�te keys, �nd ensures
continuity of oper�tions even in the �bsence of one or more key holders. 

Enh�nced Security
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At Limin�l, we �re brin�in� innov�tion into the entire process of di�it�l �sset

m�n��ement from �utom�tion to cost optimis�tion �nd to custom workflows
for specific business needs.

At Limin�l, we �re stron� �dvoc�tes of re�ul�tions �nd compli�nce b�sed
oper�tions. Hence, we poses some of the most exclusive licenses �nd
continuously �pplyin� for more to serve our clients �ptly.

At Limin�l, we h�ve f�bric�ted extremely secure w�llet infr�structure �nd
custody protocols with our custom-build �pplic�tions to �id enterprises in
keepin� their �ssets s�fe �nd secure.

At Limin�l, we �lw�ys prioritise mobility �nd throu�h our mobile �pplic�tion
we �re e�sin� the process of m�n��in� �nd cre�tin� MPC w�llets, si�nin�
tr�ns�ctions, keepin� tr�ck of �ssets �nd more.

Le�din� Innov�tion �nd Excellence

Industry St�nd�rd Licensed �nd Compli�nt

Procurin� Best In-Cl�ss Security Elements

A Mobile First W�llet Appro�ch
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https://www.linkedin.com/company/lmnlhq/mycompany/
https://twitter.com/LmnlHQ
https://www.youtube.com/channel/UCMtBzmb4FO5pZ1f9NYgsYiw
https://www.liminalcustody.com/

